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Section A 
[50*0.5] 
Identify the choice that best completes the statement or answers the question. 
 
 1. The ____ partition is the active partition of the hard drive. 
a. system c. recovery 
b. data d. logical 
 
 
 2. The ____ command is used to copy the information from the old computer to a server or removable 
media. 
a. getstate c. setstate 
b. loadstate d. scanstate 
 
 
 3. The ____ command is used to copy the information to the new computer. 
a. getstate c. setstate 
b. loadstate d. scanstate 
 
 
 4. For an always-up broadband connection (such as cable modem or DSL), select ____ when you configure 
updates. 
a. Never 
b. Notify me but don’t automatically download or install them 
c. Automatic 
d. Automatically download but do not install them 
 
 
 5. Use the ____ command to defrag the drive from a command prompt window. 
a. Optimize c. Defrag 
b. Analyze d. Chkdsk 
 
 
 6. You can use ____ to convert two or more basic disks to dynamic disks. 
a. Disk Management c. System Management 
b. Windows Management d. Computer Management 
 
 
 7. A disk marked as dynamic can be used with other dynamic disks in a spanned or ____ volume. 
a. blocked c. striped 
b. checkered d. lined 
 
 
 8. The ____ tab of Task Manager lists system services and other processes associated with applications, 
together with how much CPU time and memory the process uses. 
a. Applications c. Processes 
b. Services d. Performance 
 
 
 9. To stop a process using Task Manager, select the process and click ____. 
a. New Process c. Terminate Process 
b. End Process d. Close Process 
 
 
 10. The ____ tab in Task Manager provides details about how a program uses system resources. 
a. Application c. Processes 
b. Services d. Performance 
 
 
 11. The ____ box can protect your system against users making unauthorized changes and against malware 
installing itself without your knowledge. 
a. UAC c. UAN 
b. AAC d. UAK 
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 12. You can quickly identify a problem with memory or eliminate memory as the source of a problem by 
using the ____ tool. 
a. Windows Memory Diagnostics c. Windows System Diagnostics 
b. Vista System Diagnostics d. Vista Memory Diagnostics 
 
 
 13. To retrieve the last command entered in the Recovery Console, press ____ at the command prompt. 
a. F1 c. F3 
b. F2 d. F4 
 
 
 14. To move to the root directory, use the command ____. 
a. RD \ c. MD \ 
b. CD \ d. PD \ 
 
 
 15. Check ____ to verify that a device is enabled and Windows thinks the device should be working. 
a. Computer Management c. Hardware Manager 
b. System Manager d. Device Manager 
 
 
 16. Errors or warnings in Device Manager are displayed as a ____. 
a. red triangle or question mark 
b. red triangle or yellow question mark 
c. yellow triangle or question mark 
d. red question mark or yellow exclamation mark 
 
 
 17. To uninstall a program, in Device Manager ____ the device and select Uninstall. 
a. left-click c. shift+right-click 
b. right-click d. ctrl+right-click 
 
 
 18. The command ____ searches for and replaces corrupted system files. 
a. sfc /scan /now c. sfc /now /sfcscan 
b. sfc /scannow d. svc /now /sfcscan 
 
 
 19. The error ____ means a bad driver or service has performed an illegal action. 
a. Stop 0x1E or KMODE_EXCEPTION_NOT_HANDLED 
b. Stop 0x0A or IRQL_NOT_LESS_OR_EQUAL 
c. Stop 0x50 or PAGE_FAULT_IN_NONPAGED_AREA 
d. Stop 0x7B or INACCESSIBLE_BOOT_DEVICE 
 
 
 20. Delays in network transmissions are called ____. 
a. fragmentation time c. latency 
b. propagation delay d. overhead 
 
 
 21. To connect to the Internet, a network first connects to an ____. 
a. Internet Survey Provider c. Interconnection Service Provider 
b. Internet Service Provider d. Instant Service Provider 
 
 
 22. All wireless phone systems, including cellular, use ____ transmission, which means both people in a 
conversation can talk or transmit at the same time. 
a. half-duplex c. chain-duplex 
b. full-duplex d. cross-duplex 
 
 
 23. A(n) ____ is a 32-bit string used to identify a computer on a network. 
a. port number c. IP address 
b. protocol number d. IP version 
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 24. The logon for an on-demand broadband connection is managed by a protocol called ____. 
a. PPPoE c. PPPoT 
b. PPoE d. PPPoD 
 
 
 25. Port ____ opens a port when a PC on the network initiates communication through another port. 
a. blinking c. stalling 
b. waiting d. triggering 
 
 
 26. A log file is kept of every Remote Assistance session in the ____ folder. 
a. C:\Users\username\Public\Remote Assistance Logs 
b. C:\Users\username\Documents\Remote Assistance Logs 
c. C:\Users\Public\Remote Assistance Logs 
d. C:\Users\username\Remote\Remote Assistance Logs 
 
 
 27. When setting up a VoIP system, each digital phone or ATA must be programmed with a phone number 
from the ____. 
a. VoIP provider c. Network administrator 
b. ISP d. Service Center 
 
 
 28. Because electrical interference can be a problem with VoIP phones, each network cable connected to a 
VoIP phone needs a(n) ____ clamp attached. 
a. ceramic c. plastic 
b. ferrite d. aluminum 
 
 
 29. The International Organization for Standardization has developed two documents (____), which describe, 
in detail, the recommended standards to secure computer resources. 
a. BS 7799 and ISO 17799 c. ISO 17799 and ISO 27001 
b. ISO 17799 and ISO 27002 d. ISO 27001 and ISO 7799 
 
 
 30. For the health care industry, the ____ includes regulations to secure patient data that apply to all health 
care companies and professionals. 
a. GLB c. SOX 
b. NIST d. HIPAA 
 
 
 31. When implementing a security plan, the four steps are sometimes called the ____. 
a. Plan-Build-Run-Act c. Plan-Do-Study-Act 
b. Plan-Build-Review-Act d. Plan-Study-Act-Review 
 
 
 32. Folders and files stored on a workstation or server that contain user data need to be classified by  the ____ 
assigned to the data. 
a. permissions c. authentication 
b. controls d. sensitivity 
 
 
 33. A Trojan sometimes installs a ____ in the system, which is a hidden way to allow malware to reach the 
system in secret even after the Trojan has been removed. 
a. backdoor c. helper 
b. release d. beneficial routine 
 
 
 34. A ____ is a small program contained in a document that can be automatically executed either when the 
document is first loaded or later by pressing a key combination. 
a. multipartite c. polymorphic 
b. macro d. boot sector 
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 35. As a defensive and offensive measure to protect against malicious software, install and run ____ software 
and keep it current. 
a. virus c. spyware 
b. antivirus d. Trojan 
 
 
 36. When you share folders on the network, the ____ permissions for remote users need to be set. 
a. share c. folder 
b. file d. disc 
 
 
 37. To know for sure exactly which permissions for a file or folder are in effect, see the ____ tab of the 
Advanced Security Settings box. 
a. Security c. Actual Permissions 
b. Derived Permissions d. Effective Permissions 
 
 
 38. If you name a shared folder Financial$, in order to access the folder, a user must enter ____ in the Vista 
Start Search box. 
a. \\computername\Financial$ c. \\computername\shares\financial$ 
b. \\financial$\computername d. \\shares\computername\financial$ 
 
 
 39. If you cannot access an encrypted file because the certificate is corrupted and there are no backup 
certificates, you might be able to recover the file using a(n) ____ certificate. 
a. recovery c. backup 
b. restoration d. administrator 
 
 
 40. Many notebook computers have a chip on the motherboard called the ____. 
a. MPM c. UPM 
b. CPM d. TPM 
 
 
 41. A(n) ____ computer is not allowed to use the network, is put on a different network dedicated to them, or 
is only allowed to access certain network resources. 
a. unrestricted c. isolated 
b. restricted d. quarantined 
 
 
 42. You can recognize a program as a counterfeit process if it’s not running under System, Local Service, or 
____. 
a. Administrator c. Local 
b. Guest d. Network Service 
 
 
 43. To see a list of services managed by Svchost, enter this command in a command-prompt window: ____. 
a. taskview /svc c. tasklist /SVC 
b. taskmgr /svc d. tasklist /all 
 
 
 44. Most notebook manufacturers provide ____ software that can help you test components to determine 
which component needs replacing. 
a. diagnostic c. development 
b. management d. installation 
 
 
 45. A ____ station provides the same functions as a port replicator, but provides additional slots for adding 
secondary storage devices and expansion cards. 
a. locking c. hosting 
b. docking d. nesting 
 
 
 46. A(n) ____ is about the size of a credit card, but thicker. 
a. ExpressCard c. PCI card 
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b. CardBus card d. PC Card 
 
 
 47. Use the ____ box to adjust pointer speed, mouse trails, pointer size, how the touch pad buttons work, and 
other settings for pointing devices. 
a. Control Properties c. Track Properties 
b. Display Properties d. Mouse Properties 
 
 
 48. The brightness is a function of the ____ component of the LCD panel. 
a. forelight c. backlight 
b. inverter d. diverter 
 
 
 49. A(n) ____ printer uses solid dyes embedded on different transparent films. 
a. thermal c. laser 
b. dye-sublimation d. inkjet 
 
 
 50. Check ____ for recorded events that have to do with the printer or the port it is using. 
a. Event Log c. Resource Monitor 
b. System Monitor d. Event Viewer 
 
 
Section B 
[25*1] 
Completion 
Complete each statement. 
Answer Bank 
Processes; Performance; Close Process; Terminate Process; Processes; uninstall; patches; bandwidth; 
Cable modem; Patch; NAT; Filtering; Virus; Performance; Striped; Lined; Analyze; Disk Management; 
Windows Management; Blocked; Checkered; Applications; Services; New Process; End Process; 
Application; Internet Survey Provider; half-duplex; cross-duplex; port number; IP address; protocol 
number; IP version; Blinking; VoIP provider; System; Data; Getstate; Loadstate; Getstate; Loadstate; 
Never; Automatic; Optimize; dual boot; Settings; Custom Upgrade; wildcard; mount point; unallocated; 
Security log; memory leak; Custom Views;Services;ISP; Incident; Quarantined; Antivirus; file; AV; 
Warranty; ESD; Screws; Network; Humidity; Network administrator; Service Center; Ceramic; Errite; 
Plastic; Aluminum; 
 
 1. If you are not sure if your devices will work under the OS you are upgrading to, one solution is to set up 
a(n) ____. 
 
 2. After the virtual machine is set up, you can click ___ in the console to change the hardware configuration 
of a machine. 
 
 3. The ____ option allows you to change the installation folder and the language options.  
 
 4. As you work at the command prompt, you can use _____ characters in a filename to say that the 
command applies to a group of files or to abbreviate a filename if you do not know the entire name.  
 
 5. The _____ is the folder on another volume for the mounted drive. 
 
 6. Space on the disk is marked as _____ if it has not yet been partitioned.  
 
 7. The _____ records events based on audit policies, which an administrator sets to monitor user activity 
such as successful or unsuccessful attempts to access a file or log on to the system.  
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 8. A(n) ___ is caused when an application does not properly release memory allocated to it that it no longer 
needs and continually requests more memory than it needs.  
 
 9. In Event Viewer, the Administrative Events log under ____ shows only warnings and error events.  
 
 10. To get a clean start with a device, you can ____ it and start over. 
 
 11. Software manufacturers often publish updates or _______ for their software to address known problems.  
 
 12. The networking industry refers to _____ as a measure of the maximum rate of data transmission.  
 
 13. ______ communication uses cable lines that already exist in millions of households.  
 
 14. A(n) ____ cable (also called a straight-through cable) is used to connect a computer to a hub or switch. 
 
 15. A router can use ____ redirection to present its own IP address to the Internet in place of IP addresses of 
computers on the local network.  
 
 16. Port ____ is used to open or close certain ports so they can or cannot be used.  
 
 17. A(n) _____ is a program that replicates by attaching itself to other programs.  
 
 18. As a part of managing the security of a computer or network, your organization might make you 
accountable to fill out a(n) _____ report of unusual or atypical events.  
 
 19. A(n) ____ is placed in a special directory and cannot be opened.  
 
 20. A virus is often programmed to attempt to hide from _____ software. 
 
 21. When a component on a notebook needs replacing or upgrading, first you need to consider the _____ and 
how much time the repair will take. 
 
 22. Before opening the case of a notebook or touching sensitive components, you should always use a ground 
strap to protect the system against _____. 
 
 23. Notebooks contain many small ______ of various sizes and lengths. 
 
 24. A(n) ____ printer has a network port and connects directly to the network and not to an individual PC. 
 
 25. Extreme ___ can cause the toner to clump in the cartridge and give a Toner Low message.  
 
Section C 
[25*1] 
Matching 
 
Match each term with the correct statement below. 
a. Dynamic volumes f. Chkdsk utility 
b. Virtual memory g. Pagefile.sys 
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c. Defragmenting h. Basic disk 
d. Backup i. System state data 
e. Mounted drive 
 
 
 1. Rearranges files on the drive into as few segments as possible  
 
 2. Used to enhance the amount of RAM in a system 
 
 3. A hidden file stored in the root directory of drive C 
 
 4. An extra copy of a data or software file that you can use if the original file becomes damaged or destroyed  
 
 5. The files critical to a successful operating system load 
 
 6. Can be partitioned and formatted as a stand-alone hard drive 
 
Match each term with the correct statement below. 
a. WLAN f. Data throughput 
b. Broadband g. WAN 
c. Bandwidth h. LAN 
d. MAN i. Gateway 
e. PAN 
 
 
 7. Covers a small local area such as a home, office, other building, or small group of buildings  
 
 8. Covers a large campus or city 
 
 9. The theoretical number of bits that can be transmitted over a network at one time  
 
Match each term with the correct statement below. 
a. Private profile f. Public profile 
b. Jitter g. Quality of Service 
c. Man-in-the-middle attack h. Nslookup 
d. Proxy server i. FTP 
e. VoIP 
 
 
 10. Offers the highest level of protection when you are connected to a public network  
 
 11. Offers moderate protection when you are connected to a private network 
 
 12. A computer that intercepts requests that a client makes from a server 
 
 13. Transfer files between two computers using the same or different operating systems  
 
 14. Provides voice communication over a computer network 
 
Match each term with the correct statement below. 
a. Rootkit f. Macro viruses 
b. File virus g. Trojan horse 
c. Logic bomb h. Phishing 
d. Authentication i. Authorization 
e. Spam 
 
 
 15. Proves that an individual is who he says he is and it is accomplished by a variety of techniques 
 
 16. Determines what an individual can do in the system 
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 17. A type of identity theft where the sender of an e-mail message scams you into responding with personal 
data about yourself. 
 
 18. Dormant code added to software and triggered at a predetermined time or by a predetermined event 
 
 19. Substitutes itself for a legitimate program  
 
 20. Hides in an executable program having an .exe, .com, .sys, .vbs, or other executable file extension, or in a 
word-processing document that contains a macro 
 
 21. Malware that loads itself before the OS boot is complete  
 
Match each term with the correct statement below. 
a. Windows GDI f. Extension magnet brush 
b. Defragmenter g. Laser printer 
c. Inkjet printer h. Impact printer 
d. Raw data i. Chkdsk 
e. Ghosted images 
 
 
 22. Creates a printed page by using some mechanism that touches or hits the paper  
 
 23. Builds the page and then sends it to the printer 
 
 24. Text data that contains no embedded control characters is sent to the printer as is, and the printer can print 
it without any processing 
 
 25. Are usually caused by a problem with the image drum or toner cartridge  
 
Section D 
[25] 
Short Answer 
 
 1. List four advantages NTFS offers over FAT32. 
[4*1] 
 2. Discuss how to set up a machine to dual boot. 
[2.5] 
 3. Discuss what to consider when you think there might be data corruption. 
[2.5] 
 4. List five things to try if the dial-up connection won’t work.  
[5*0.5] 
 5. List five criteria for a strong password. 
[5*0.5] 
 6. Explain why sharing all the drives on all computers is not a good security practice.  
[2] 
 7. Describe one method that can be used to decrypt a file or folder. 
[2] 
 8. Explain how a warranty can be voided. 
[2.5] 
 9. Describe how to replace a keyboard in a notebook. 
[5*0.5] 
 10. Discuss what you can consider before you replace the motherboard of a notebook. 
[2] 
 
